Human behavior recognition has been considered as a core technology that can facilitate a variety of applications. However, accurate detection and recognition of human behavior is still a big challenge that attracts a lot of research effort. Recent advances in wireless technology (e.g., Wi-Fi channel state information, i.e., CSI) enable a new behavior recognition paradigm, which is able to recognize behaviors in a device-free and non-intrusive manner. In this article, we first provide an overview of the basics of Wi-Fi CSI-based behavior recognition. Afterward, we classify related applications into three granularities, signals, actions, and activities, and then provide some insights for designing new schemes. Finally, we conclude by discussing the challenges, possible solutions to these challenges, and some open issues involved in CSI-based behavior recognition.
IntroductIon
In the field of ubiquitous computing, behavior recognition is an important research topic and has been used in quite a number of human-centric services and applications, such as personalized recommendation, health monitoring, and social networking. Traditionally, to identify human behaviors, we first need to continuously collect the readings of physical sensing devices (e.g., GPS, accelerometer, and RFID), which can be either worn on human bodies, attached to objects, or deployed in environments. Afterward, based on recognition algorithms or classification models, the behavior types can be identified so as to facilitate upper layer applications. Although such traditional behavior identification approaches achieve satisfactory performance and are widely adopted, most of them are intrusive and require specific sensing devices, raising issues such as privacy and deployment cost.
With the recent advances in wireless communications, behavior recognition based on Wi-Fi has been attracting more and more attention due to its ubiquitous availability in indoor areas. Moreover, Wi-Fi-based behavior recognition is able to overcome the aforementioned shortcomings of traditional approaches, as it only leverages the wireless communication feature and does not need any physical sensor.
A typical Wi-Fi-based behavior recognition system consists of a Wi-Fi access point (AP) and one or several Wi-Fi enabled devices in the envi-ronment. When such a system is located in an indoor environment, the movement of human bodies will affect the wireless signals and change the multi-path profile of the system. Based on this principle, we are able to recognize human behaviors by exploring the changes of wireless signals caused by user movements. For example, when a person is located in the line of sight (LOS) of the Wi-Fi device and AP, the signal will be attenuated, and hence a different received signal strength (RSS) is observed. Compared to RSS, the recently emerged channel state information (CSI) is a more fine-grained metric that describes both amplitude attenuation and phase shift of the wireless signal, based on which various behaviors can be recognized effectively, ranging from vital signs to basic actions to complex activities.
the PrIncIPle of csI-bAsed behAvIor recognItIon
PrelImInArIes of csI-bAsed behAvIor recognItIon
In this section, we first present the basic concepts of CSI and then give some intuition on why CSIbased behavior recognition is feasible.
CSI is a metric that estimates the channel by representing the channel properties of a wireless communication link. In the frequency domain, the wireless channel can be described as Y = H  X + N, where X and Y correspond to the transmitted and received signal vectors, H is the channel matrix presented in the format of CSI, and N is the additive white Gaussian noise vector.
In the IEEE 802.11n standard, CSI is measured and reported at the scale of orthogonal frequency-division multiplexing (OFDM) subcarriers, where each CSI i = |CSI i |exp{j(CSI i )} depicts the amplitude response (i.e., |CSI i |) and phase response (i.e., CSI i ) of one subcarrier. Specifically, each entry in matrix H corresponds to the channel frequency response (CFR) value between a pair of antennas at a certain OFDM subcarrier frequency at a particular time, and the time-series of CFR values for a given antenna pair and OFDM subcarrier is called a CSI stream. In other words, while CFR describes the combined effects of fading, scattering, and attenuation of a specific subcarrier, CSI is the union of these CFRs. Specifically, 802.11n specifications have provisions for reporting quantized CSI field per packet using various subcarrier grouping options as per clause [1, 7.3.1.27 ]. However, different manufacturers may choose to implement a subset of the sub-Zhu Wang, Bin Guo, Zhiwen Yu, and Xingshe Zhou
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The authors provide an overview of the basics of Wi-Fi CSI-based behavior recognition. They classify related applications into three granularities, signals, actions, and activities, and then provide some insights for designing new schemes. They conclude by discussing the challenges and possible solutions to these challenges. Wi-Fi CSI-Based Behavior Recognition: From Signals and Actions to Activities carrier grouping options. For example, the Intel 5300 wireless network interface card (NIC) implements an OFDM system with 56 subcarriers of a 20 MHz channel or 114 subcarriers of a 40 MHz channel, 30 of which can be read for CSI information via the device driver corresponding to 2 and 4 subcarrier grouping, respectively. Thereby, a time-series of CSI values includes 30  Num Tx  Num Rx CSI streams, where Num Tx and Num Rx stand for the number of transmitting and receiving antennas, respectively.
Given an indoor environment with two wireless nodes, as shown in Fig. 1 , the wireless signal will propagate in a multi-path manner, and the wireless channel will be relatively stable as long as there are no people or there is no motion. However, once a person moves, the scattered signals will change (the red line in Fig. 1 ), which causes channel disturbances, involving both amplitude attenuation and phase distortion. In other words, different multi-path effects can be obtained if a person is moving, which results in different CSI streams at the receiver and can be used to recognize different behaviors by correlating them with the corresponding channel distortion patterns.
PAttern-bAsed And model-bAsed behAvIor recognItIon APProAches
Behavior recognition approaches can be categorized into two groups: pattern-based [2, 4, [6] [7] [8] [9] [11] [12] [13] [14] [15] and model-based [3, 5, 10] . The pattern-based approaches aim to classify behaviors by exploring different features of CSI measurements, while the model-based approaches implement recognition by modeling the relationship between signal space and behavior space. A general architecture of Wi-Fi CSI-based behavior recognition approaches is shown in Fig. 2 . Although the middle part (i.e., CSI data collection and preprocessing) is common to both pattern-based and model-based approaches, the left and right parts illustrate the key difference of these two approaches.
Most existing CSI-based behavior recognition studies adopt the pattern-based approach. The intuition is that different behaviors have distinct impacts on the received CSI streams, which can be leveraged to mine patterns or construct profiles for predefined behaviors, as shown on the left of Fig. 2 . Afterward, each behavior can be classified as one of the predefined types based on profile matching or pattern recognition. The key benefit of the pattern-based recognition approaches is that they do not require intensive deployments and can work with even a single AP, which ensures low hardware cost and maintenance and does not obstruct a human's normal life. However, pattern-based approaches usually require a learning process to construct profiles or classifiers, which restricts them to identifying only a limited set of predefined behaviors.
Model-based approaches are based on the characterization of mathematical relationships between human behaviors and the received signals. In the case of Wi-Fi CSI-based behavior recognition, the aim of modeling is to relate the signal space to the physical space including human and environment, and characterize the physical law through the mathematical relationship between the received CSI signals and the sensing target, as shown on the right of Fig. 2 . Since the model-based approaches do not need predefined behavior profiles, they can track an arbitrary set of human behaviors, which enables wider ranges of real-time applications. Currently, there have been several model-based behavior recognition works, such as the angle-of-arrival (AoA) model [5] , the CSI-speed model [10] , and the Fresnel zone model [3] .
APPlIcAtIons of behAvIor recognItIon emPowered by wI-fI csI
In this section, we first classify existing studies and applications of Wi-Fi CSI-based behavior recognition into three granularities (i.e., signals, actions, and activities), as shown in Fig. 3 . Afterward, based on the taxonomy and the general architecture of Wi-Fi CSI-based behavior recognition approaches, we present and analyze some of the most representative studies. According to Fig. 3 , in this article, we define signals as fine-grained behaviors that mainly refer to minute and periodic movements of a certain body part (e.g., chest movements caused by heartbeat and breathing). Compared to signals, actions are medium-grained behaviors that people perform following predefined standards; for example, gestures and sign language are actions that correspond to specific hand or finger movements with certain formations and directions. Differently, activities refer to coarse-grained complex behaviors that do not follow any periodicity or standard, such as in-place activities (e.g., cooking dinner and exercising on a treadmill) and walking related activities (e.g., running and falling). Thereby, we can conclude that human behaviors become more complex and irregular as the granularity varies from fine to coarse. For instance, an activity such as cooking usually consists of a set of movements to fetch, prepare, and mix ingredients that may occur in different sequences, making it hand to recognize with identification methods that are proposed for single movements or gestures [9] .
sIgnAl recognItIon
In this article, signals mainly refer to vital information such as respiration rate and heart rate. A summary of studies on the recognition of vital signals is given in Table 2 .
Respiration Rate: As CSI provides fine-grained information, it can be leveraged to recognize vital signals such as respiration rate and heart rate. Based on off-the-shelf Wi-Fi devices, the Wi-Sleep [2] system is able to extract a user's respiration information under various sleeping positions by identifying the rhythmic patterns associated with respiration. Based on the Wi-Fi Fresnel zone model, Zhang et al. [3] developed a theory that is able to explain the detectability of respiration from the aspects of breathing depth, location, and orientation. With the proposed theory, not only do when and why Wi-Fi CSI can be used to detect respiration become clear; it also reveals the physical limit and foundation of such wireless sensing systems.
Heart Rate: Compared to respiration rate, heart rate is a more minute movement with higher frequency, making it more difficult to recognize. Liu et al. [4] developed a system to simultaneously track both heart rate and breathing rate by exploring CSI streams. In particular, the proposed system is able to capture vital signs when either one or two users are in bed. Experiments under realistic settings show that the system can accurately detect both heart rate and breathing rate during sleep, and achieve comparable performance compared to existing approaches.
ActIon recognItIon
In this article, actions mainly refer to human behaviors that can be used for interaction, such as gestures, speech, and keystrokes. A summary of studies on the recognition of such actions is given in Table 2 .
Human Gestures: A number of studies have investigated how to recognize human gestures with Wi-Fi CSI, which can be used as a convenient human-computer interaction mode. WiDraw [5] is a hand motion tracking system that leverages the Wi-Fi signal's AoA values at the mobile devices to trace hand trajectories. The intuition of WiDraw is that whenever a signal from a specific direction is affected by the user's hand, the signal strength of the angle denoting the same direction will decline. Similarly, the Wi-Finger [6] system aims to recognize finger gestures (e.g., digits 1-9 in ASL) using ubiquitous wireless signals. The approach is based on the observation that a user's fingers move in a particular formation and direction while performing a certain gesture, leading to a unique pattern in CSI streams.
Human Speech: Compared to human gestures, human-speech-based interactions would cause even less burden to the user. Wang et al. [7] developed WiHear by exploring Wi-Fi CSI to "hear" human speech. In particular, to cap- Figure 3 . A taxonomy of human behaviors.
Increasing behavior granularities
Activities are coarse-grained behaviors that do not have any periodicity or follow any standard, e.g., fall.
Actions are medium-grained behaviors that usually follow certain standards, e.g., gesture and sign language.
Signals are fine-grained behaviors that usually have certain periodicity, e.g., heart rate and respiration rate. Amplitude as well as the periodicity level of different CSI sequences to extract the rhythmic patterns associated with respiration.
Pattern-based approach using shorttime Fourier transform.
The system is evaluated in a typical office.
The detection rate is greater than 85% for all 6 sleeping positions.
Zhang et al. [3] Respiration. Single and two.
Hampel filter and moving average filter.
Chest displacements are converted to phase changes, based on which the time-varying amplitude of resultant receiving signals (a sinusoidal wave) is used to characterize human respiration.
Model-based approach using the Fresnel zone model.
Nine participants over three months.
While the user is located in the middle of a Fresnel zone ellipse, the accuracy can reach 100%.
Liu et al. [4] Breathing rate and heart rate.
Single and two.
Time domain and frequency domain features to characterize periodic minute movements at different frequency domains.
Pattern-based approach using k-means.
Six participants over three months.
In the case of the breathing rate, 80% estimation errors are lower than 0.5 bpm; in the case of the heart rate, 90% of estimation errors are less than 4 bpm.
ture reflections caused by mouth movements, the authors introduced the Mouth Motion Profile, which leverages partial multipath effects and wavelet packet transformation. Specifically, WiHear can recognize speech within the range of Wi-Fi signals, as such signals do not require LOS paths. Furthermore, WiHear is able to "hear" multiple users simultaneously based on multiple-input multiple-output (MIMO) technology. Keystrokes: The intuition of WiKey [8] is similar to that of Wi-Finger [6] , that is, a person's hands and fingers move in a specific formation and direction while typing a certain key, generating a unique pattern in CSI streams. In particular, when a user types on a keyboard, the typed keys are identified by recognizing the way CSI values change. According to experimental results, WiKey achieves more than 97.5 and 96.4 percent accuracy for keystroke detection and single key classification, respectively.
ActIvIty recognItIon
In this article, activities refer to human behaviors such as walking, falling, and human identity. A summary of daily activity recognition related studies and applications is given in Table 3 .
Ordinary Daily Behaviors: Based on Wi-Fi access points and devices, Wang et al. [9] developed a device-free activity recognition system named E-eyes, which is capable of identifying both in-place activities as well as walking movements by comparing them against predefined profiles. Similarly, with the proposed CSI-speed model and CSI-activity model, the CARM system [10] first extracts the relationship between CSI dynamics and user activities and then utilizes such correlation to match each activity to the best-fit profile.
Walking Related Behaviors: Typical walking related behaviors that can be recognized based on CSI include walking, falling, and so on. For example, Wang et al. [11] developed a gait pattern recognition system that can extract fine-grained gait information, including walking speed, footstep length, gait cycle time, and so on. Similarly, Zeng et al. [12] also used Wi-Fi CSI to identify a person's steps and walking gait. Another walking related behavior that has attracted the attention of quite a number of researchers is falling. For example, RT-Fall [13] is a representative CSI-based fall detection system that explores both the amplitude and phase of CSI measurements.
Human Identity: Zhang et al. [14] developed WiFi-ID, a device-free system that uses off-theshelf devices to identify individuals. The basic idea is that each individual has a unique walking style and body shape that causes unique disturbances in the Wi-Fi signals and can be characterized with the features extracted from CSI. There are several similar studies; for example, the FreeSense [15] system achieves indoor human identification by comparing shape features of the LOS waveform, and the WiWho [12] system identifies a person from a small group of people (two to six) based on gait analysis.
InsIghts for desIgnIng new schemes
According to the above classification and summarization, we can obtain the following insights.
CSI Features for Different Behaviors: Different features might be suitable for recognizing behaviors of different granularities. To recognize fine-grained behaviors (i.e., signals) that have Table 2 . A summary of studies on action recognition.
Behaviors
Number
Sun et al. [5] Hand motions (e.g., drawing arbitrary lines and curves).
Single.
Threshold-based filtering.
The azimuth and elevation of AoAs are used to determine the horizontal and vertical coordinates as well as their depth along the hand's trajectory.
Model-based approach using the AoA model. 90,000 trajectories from 10 users.
The median error for tracking user hand is lower than 5 cm, and the average recognition accuracies are 95% and 91% for letters and words.
Li et al. [6] Finger gestures (e.g., digits 1-9 in ASL.
Hampel identifier and Butterworth low-pass filter.
A compressed synthetic waveform (i.e., gesture profile) is defined as the feature vector.
Pattern-based approach using the dynamic time warping method and the KNN classifier.
10 users. The average classification accuracy for 9 digits in ASL is 90.4%.
Wang et al. [7] Human speech (i.e., lip reading and speech recognition).
Multiple. Butterworth IIR band-pass filtering.
Based on partial multipath effect, wavelet-based mouth motion profiles are extracted as features to characterize mouth moving patterns.
Pattern-based approach using the dynamic time warping method.
Four participants in six scenarios.
In the case of one user speaking no more than 6 words, the accuracy is up to 91%; in the case of no more than 3 users talking simultaneously, the accuracy is about 74%.
Ali et al. [8] Keystroke.
Single. Low pass Butterworth filter.
High-resolution CSI-waveform shapes are used to characterize the unique multipath distortions of different keystrokes.
10 users. The detection rate for the keystroke is 97.5% and the classification accuracy for single keys is 96.4%.
certain periodicity, data calibration and subcarrier selection are needed to select subcarriers that are sensitive to minute body movements, so as to extract periodic or rhythmic features of the CSI data. When performing actions, a certain body part (e.g., hands or fingers) would move in a specific formation and direction (based on the predefined standards) and thus result in a unique pattern in CSI streams. Therefore, we need to extract sequence features to distinguish different actions. Particularly, to achieve satisfactory recognition performance without affecting the quality of communication, we can adopt certain techniques (e.g., bandpass filtering and correlation analysis) on the receiving device to reduce the data caused by irrelevant multipath effects. Compared to signals and actions, coarse-grained behaviors usually do not follow explicit periodicity or patterns. For example, wireless signals reflected from different human body parts have distinct frequencies, as the moving speed of different body parts varies. Thus, to effectively distinguish different complex behaviors, we need to extract more sophisticated features to characterize the movements of different body parts.
Recognition Approaches for Different Behaviors: According to Tables 1-3, we can find that while the pattern-based approach can be used to recognize behaviors of all three granularities, it is still a challenge to design model-based approaches, especially for complex behaviors. Specifically, a typical fine-grained behavior usually is related to tiny and periodic movements of a certain body part (e.g., chest movement caused by respiration). Therefore, its disturbance in the CSI data is relatively stable and clear, and it is much easier to theoretically characterize the correlation between such a behavior and CSI dynamics. For example, the Fresnel model can perfectly explain when and why human respiration is detectable [3] . On the contrary, due to the simultaneous and irregular movements of different body parts, most coarsegrained behaviors would cause complex disturbances in the CSI data, making it difficult to build mathematical models for such behaviors, which Table 3 . A summary of studies on daily activity recognition.
Behaviors

Number of users
Data preprocessing methods
Features
Recognition approach Testbed and dataset Performance Wang et al. [9] In-place activities and walking movements.
Single. The dynamic exponential smoothing filter.
Time and frequency domain features of the amplitude (e.g., distributions of the CSI measurements).
Pattern-based approach using the dynamic time warping method and the Earth mover distance technique.
Four volunteers performed nine typical in-place activities and eight walking activities.
The average true positive rate is 96% when using 3 devices, and the detection rate is around 92% when using only one device.
Wang et al. [10] Human activity.
Single. PCA-based CSI denoising scheme.
A 27 dimensional feature vector in the frequency domain.
Model-based approach using the CSI-speed model. 25 volunteers performed 8 different activities.
The average accuracy is 96.5% for trained places and trained users, and about 80% for places and persons that have not been trained.
Wang et al. [11] Gait patterns and human identity. Zeng et al. [12] Gait patterns and human identity.
Single. Butterworth bandpass filter.
Time domain and frequency domain features are extracted to characterize a person's gait.
Pattern-based approach using decision tree.
volunteers at 3 different locations.
The recognition accuracy is 92% to 80% for 2 to 6 human subjects.
Wang et al. [13] Fall. Single.
1-D linear interpolation algorithm and bandpass filter.
A set of eight features are extracted from both CSI amplitude and phase difference.
Pattern-based approach using SVM.
Six volunteers over two months.
The sensitivity and specificity are 91% and 92%.
Zhang et al. [14] Human identity.
Single.
A Butterworth filter and a silence removal method.
Time domain and frequency domain features are extracted to characterize a person's walking style.
Pattern-based approach using sparse approximation classification.
10 subjects for training and another 20 subjects for testing.
The accuracy of human identification is 93% to 77% for 2 to 6 individuals.
Xin et al. [15] Human identity.
Single. Butterworth IIR filter.
Approximation coefficients are used to represent shape features of the LOS waveform.
9 volunteers, and each of them provided 40 samples.
The accuracy of human identification is 94.5% to 88.9% for 2 to 6 individuals.
might be the reason why most existing studies on the recognition of complex activities adopt pattern-based approaches. Recognition Performances of Different Behaviors: Generally speaking, as shown in the last column of Tables 1-3, with increasing behavior complexity (i.e., from signals to actions to activities), the recognition performance would decline gradually. For instance, the detection accuracy of respiration rate (a representative signal) can reach 100 percent based on the Fresnel model [3] , the average classification accuracy for 9 digits in ASL (a representative action) is above 90 percent [6] , while the identifying accuracy of 6 individuals (a representative activity) is around 80 percent [12, 14] . Moreover, compared to signals and actions, the recognition of complex activities is more sensitive to the influence of environment and user changes. For example, while a respiration rate detection method has stable performance for different users [3] , the performance of a gait pattern recognition method would differ significantly [11] .
lImItAtIons, chAllenges, And oPen Issues
Based on the classification and analyzing of existing studies on Wi-Fi CSI-based behavior recognition as well as the obtained insights, we identify the limitations, challenges, and open issues as follows.
theoretIcAl foundAtIon for csI-bAsed behAvIor recognItIon
While most existing CSI-based behavior recognition systems adopted the pattern-based approach, a key limitation of such systems is the lack of a theoretical model that is capable of quantitatively correlating CSI dynamics and user behaviors. To distinguish different behaviors, these systems usually construct a set of profiles using the statistical characteristics of Wi-Fi wireless signals, such as time domain and frequency domain features of CSI streams. Meanwhile, as the changes of CSI values caused by human behaviors are not always linear, nonlinear and non-stationary features (e.g., the sample entropy and the coefficient of detrended fluctuation analysis) are also important for the characterization of behavior patterns. However, such an approach relies on the assumption that the correspondence between profiles and behaviors is unique, which cannot be proved theoretically. Therefore, in order to develop widely acceptable systems, one of the most important challenges is revealing the principal reason of signal changes due to body movements, and mathematically modeling the relationship between CSI dynamics and user behaviors. Without such a model, it is hard to optimize the performance of CSI-based behavior recognition systems.
Recently, there has been encouraging progress in addressing this issue. For example, the Wi-Fi Fresnel zone model [3] can be used to explain when and why human respiration is detectable based on Wi-Fi CSI. Nevertheless, more efforts are still needed to fully understand the theoretical limit and foundation of CSI-based behavior recognition systems, especially systems for complex and irregular behaviors. One possible solution is to combine the advantages of existing models (e.g., the angle-of-arrival model [5] , the CSI-speed model [10] , the Fresnel zone model [3] ), so as to construct a more generic and powerful method.
behAvIor recognItIon wIth IndIvIduAl dIfferences
According to Tables 1-3, we observe that the experiment of most CSI-based behavior recognition systems is based on a very limited number of participants, which is another limitation of these systems as the recognition performance may severely decline for untrained users. For example, the average recognition accuracy of the CARM [10] system declines from 96.5 to 80 percent as the target users change from trained ones to untrained ones. The reason is that different individuals usually have distinct body characteristics or behavior habits, leading to different impacts on the received CSI even when performing the same behavior. Therefore, another challenge for CSIbased behavior recognition is how to overcome individual differences and build universal behavior profiles or models. One possible approach to address this issue is to leverage techniques such as deep neural networks to extract more efficient features.
effectIve recognItIon of comPlex ActIvItIes
As aforementioned, compared to vital signals or actions that either have certain periodicity or follow certain standards, complex activities are more difficult to recognize accurately, because different activities might have similar profiles. In other words, the recognition of such similar activities might correspond to an underdetermined system of equations (i.e., an ill-posed problem). For example, features extracted for fall-like activities (e.g., quickly sitting down) can be quite similar to those of falls under certain scenarios [13] , leading to incorrect recognition results. Therefore, the accurate recognition of complex activities is another challenging issue. To improve the system's performance, a promising approach is to develop novel recognition algorithms by introducing contextual information of the physical environment as a form of constraint to regularize an otherwise ill-conditioned model. For instance, in the case of fall detection, we can first obtain the user's location, and then adopt a location-based classification model to achieve effective recognition.
system flexIbIlIty
Currently, most CSI-based behavior recognition applications are still at the lab prototype stage, and one key limitation is the flexibility of these systems. Specifically, due to the multi-path effects of the environment and users, the performance of a CSI-based behavior recognition system is sensitive to hardware deployment (e.g., antenna locations and the number of Wi-Fi APs), changes in the environment (e.g., the location of furniture), and the presence of other users or pets. For example, among the 14 systems summarized in Tables 1-3 , only three of them [3, 4, 7] can simultaneously recognize behaviors of two or multiple users, and none of them can support simultaneous recognition of complex activities. Therefore, the simultaneous recognition of multiple humans' behaviors is still an open issue, especially the recognition of complex activities. One possible approach is to build adaptive behavior profiles or models for different environments.
conclusIon
In this article, after a brief introduction to the basics of Wi-Fi CSI-based behavior recognition, we propose to classify and analyze CSI-based behavior recognition studies and applications at three granularities: signals, actions, and activities. In particular, signals are fine-grained behaviors that refer to minute and periodic body movements (e.g., respiration rate and heart rate). Actions are medium-grained behaviors that people perform following certain standards (e.g., gestures and sign language). Activities refer to coarse-grained behaviors that do not follow any periodicity or standard (e.g., falling). Based on this taxonomy, we provide some insights for designing new schemes, and further identify and discuss the challenges and open issues of CSIbased behavior recognition. 
